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0BLOX - GUIDANCE T0 MANAGE AND  IRAJIBLEIX
STAY SAFE

Disable messages if there any concerns. Setting can be set to only talk to
known friends.
Set the parental controls - moderate who chn talk to and which games

they can play. To enable these, add your email address to your child'’s

account through the security menu and create a pin to stop settings
being altered. In the privacy menu apply moderation to in-game chat,
personal messages, invites and more.

Do foster and encourage creativity - great place to start game design!



ROBLOX - HOW TO0. ..

Adding a PIN to your account

° Click the Gear icon in the upper right
corner and click Settings

°© Select Security in the menu on the
left-hand side of the screen

o |n the Account PIN section, press the
Toggle button

o You will be asked to create and confirm the PIN
o When you're done, press Add

All account settings are protected by the account PIN,
which will need to be entered in order to make any
changes.

Creating a PIN requires a verified email address.
You will be prompted to add and verify your email
if the account does not have one.

RABLEAX

Use the Roblox
checklist to check
privacy and safety

settings.

Available in folder

via QR link.
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PLAY IN CREATWE OR

BLOCK STRANGERS AND . LEARN FROM YOUTUBERS /
UNWANTED CONTACT TWITCH STREAMERS PEACEFUL MODES
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MONITOR GAME TIME CREATE A PRIVATE SERVER o LEARN TO PLAY YOURSELF
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showing sigrs of addictive Dehaviow:. hild it viewing and who They may be nteraciing with.

CREATE SERVER WHITELISTS # ‘ ‘ ‘

Usernames you know to be safe, like your chitds friends o relatives, can have thelr accounts whitefisted as safe, Fssertially, ths means that werver modernatons can creats 3 comimenity made up
of people they know to be friendly and children will only be playing alonguide pecple Both they and you know, reduting any rixk of contact with itranger or experiencing griefing.



FURTHER SUPPORT AND RESOURCES: NATIONAL ONLINE SAFETY

Hundreds of online
safety guides

Instant access to all of our award-
winning guides, absolutely free,
providing advice and guidance on the
latests apps, games, platforms and
devices.

Free parents course

Made up of four mini-courses, our
online safety course for parents &
carers focuses on how children from
age 4 to 18 will use, engage with, and
potentially be at risk by their online
activity.

Everything you need
to know in one place

Favourite your chosen guides and
training to make your interface
bespoke to you.




STAY UPDATED
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Getting ready for SATs
Online Safety
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ils are growing up in an increasingly more

e online in the ever changing technical world.

Lealivand Welkbeing Dnline Safety Policy
Sports and Activities

o e new world of endless possibilities for research,
Galleries

Leaming from Home (Remote Leaming)

r pupils being contacted by people that they do not
know, who maybe older than them etc. Through our teaching of IT in the curriculum and Online Safety
awareness days, we hope to empower both our pupils and parents to talk more openly about their experiences
online.
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SOCIAL MEDIA
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leTok

e Age restrictions.......!

e Privacy settings

e Sharing information

e Block and report

e BEWARE of Live Streaming



T|kTok




[TKTOK

TikTok

A social media platform that lets you create, share and discover 60

TikTok has an age rating of 13+

second videos

Music and effects can be used to enhance the videos

Can browse other people’s videos and interact with them.
Strangers could message people

Must aim to keep personal information and location private



TikTOK

TTKTOK - STAYING SAFE

SV ED @

R View profile Privacy

@ Getcoins Discoverability
{3} Settings t Private account
English

@ Feedback and help

&

Log out



TTKTOK - STAYING SAFE

“  Content preferences

r

Ads

©r Family Pairing

Accessibility

[i] Clear cache

Data Saver

Report a problem

Screen Time Ma

Restricted Mode

TikTOK

Digital Wellbeing

nagement Of
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{OUTUBE - YOUNG CHILDREN SHOULD BE USING YOUTUBE KIDS

®
YouTube Kids

Make it fun for your child to discover new interests on
their own, and simpler for you to guide their journey
along the way.

Explore YouTube Kids (£




1)
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{OUTUBE - 5 WAYS TO STAY SAFE

Setting up the family account - on google families

Turn on Safety Mode - located at the bottom of the YouTube page
(need to be logged in for it work!)

Subscribe to trusted channels - keep them focussed on the content you
approve of

Upload privately - if chn want to upload, limit who can view!

Disable Comments - no offensive comments



NNuITIIDE . DECTDTATEN AMNANT

Q . X Account

Manage your Google Account

be

* YOUTUbe StUdio UCVUIIuCIIIIIUnyIIGII.bUIII
' Manage your Google Account
ru be Lg Switch account > gey 9
Your channel
5] signout =
@ Time watched
ﬂ Appearance: Light >
B GetYouTube TV
YA Language: English >
3 Get YouTube Premium
s, comment on videos, or cr. @ LesatisaTindia N
©  Paid memberships
* Settings
B3 switch account
@ Your data in YouTube
% Turn on Incognito
Q Help
B send feedback £ Settings
Keyboard shortcuts (2} Help & feedback

Privacy Policy * Terms of Service

Restricted Mode: On > | @ O




T0P TIPS FOR STAYING SAFE

Explore the app/game/website together
Check the age rating of the game

Talk to your child about who they're talking to
Talk to your child about what they're sharing

Let your child know they can talk to you
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WHAT ARE PARENTAL CONTROLS!

‘Parental controls are the names for a group of settings that put you in
control of what content your child can see. Combined with privacy settings
these can help you protect your children from the things they shouldn’t see

or experience online!



What do | need?

An iPhone or iPad device and account
Restrictions you can apply

Browser Access

500000
00000

https://www.internetmatters.org/parental-controls/



https://www.internetmatters.org/parental-controls/

GOOGLE FAMILIES (FAMILIES.GOOGLE)




MI( R 0 S 0 f T f A M I [Y S Af [ https://account.microsoft.com/family/about

B® Microsoft | Account Help

Reimagine the family
experience

Modern families come in all sizes and locations. We'll help you keep kids
safer online, have fun together, and stay connected—even when you're

apart.

Create a family group >

Establishing a family group is an easy, effective way to encourage healthy online habits and manage busy
schedules. A family group is a set of individuals connected through the Microsoft Family Safety
app on their Windows, Xbox, or mobile devices.



https://account.microsoft.com/family/about
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GOOGLE'S INTERLAND

¥ Be Internet Awesome
!: 2 "_ Find resources to help kids be safe, smart, and positive
Google =S =g online explorers. Be Internet Awesome is a free
S resource that teaches kids the fundamentals of digital

citizenship and safety.

" INTZRLAND

Be Internet Awesome.

Explore Be Internet Awesome [

https://beinternetlegends.withgoogl
e.com/en_uk/parents/

LR
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https://beinternetlegends.withgoogle.com/en_uk/parents/
https://beinternetlegends.withgoogle.com/en_uk/parents/
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The Basics Take Control It's Personal Don't Panic About Us

PARENTS
HELP THEM

OWNIT

Parents - help kids make the most of their lives online

Find out all about device safety for your child and help them to have positive
experiences online. Whether they're getting a device for the first time,
starting out on social media or making the leap to secondary school, we've
got advice for you.

Should we be afraid of the Parents chat about gaming Can gaming be a positive Giovanna Fletcher's five top

games our kids play? fears and facts influence on kids? tips to keep online gaming
Parents take on their safe and happy for kids

children's favourite games

https://www.bbc.com/ownit



https://www.bbc.com/ownit

https://www.taminggaming.com/en-gb/home

FOR THOSE WITH CHILDREN WHO ARE AVID GAMERS

— FAMILY — sonin 2

?VIDEO GAME*
ﬁ - DATABASE . Search Datubaseo\

-

as Start Here Health Advice Dig Deeper Curated Lists About

-~ &
We're here to help parents and guardians navigate the world of video games:

r  Discover Amazing Games: Search For Games, Filter and Browse and Curated Game Lists
' Understand Benefits and Risks: Parent Blog, Features, Newsletter and our Taming Gaming Book

-g- Connect With Your Child's Gaming: What's New and Trending today

To get started, just type a game or topic into the search at the top of every page, scroll down here to
browse our recent content or use the detailed search to find games that match your family's requirements.

' Our Team's Favourites

Phantom Abyss : 1 . e Loop Hero



https://www.taminggaming.com/en-gb/home

ONLINE SAFETY BOOKS

Lots of fantastic books available with online safety messages.

MONKEYCOW

Stuart Spendlow & Amy Bradley

CHICKEN
CLICKING

PENGUINPIG

-
il\zmrs‘D i @



